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Consultant who exposed flaw on Coleman 
site fires back
'I did it for all the right reasons,' says Adria Richards

By Jaikumar Vijayan

Computerworld - A Minneapolis-based IT consultant is defending her 

decision to post details of a security weakness she found on former 

Minnesota Sen. Norm Coleman's campaign Web site in January, a flaw that 

later resulted in a donor database on the site being compromised.

The database contents were posted on the whistle-blower site Wikileaks on 

Tuesday, publicly exposing the names, phone numbers, street addresses 

and e-mail addresses of more than 51,000 Coleman supporters and donors. 

Included in the data were partial credit card numbers -- truncated to the last 

four digits -- of more than 4,700 people. 

Wikileaks, no stranger to controversy, said it posted the database to 

substantiate rumors that sensitive information about thousands of 

Coleman's supporters had been floating around the Internet since Jan. 28.

The database is believed to have been accessed via a weakness on 

Coleman's site that was first publicized by Adria Richards, owner of Aden 

Networks, a Minneapolis consulting firm. Because of a basic configuration 

error, the site basically offered all of its directory files in plain text to anyone 

who entered the site's IP address in a browser. Among the files exposed 

was the database containing the donor data.

Richards said she did not access the data herself, but instead posted 

screenshots and details of her discovery on her own blog, on Flickr and two 

other blog sites. In an interview, she said that the decision to publicize her 

discovery was not politically motivated nor was it done for malicious 

reasons. Coleman, a Republican, and Democratic contender Al Franken are 

locked in a bitter dispute over the recent Senate election results for 

Minnesota. Franken currently leads the disputed race by a razor-thin margin, 

and the dispute has polarized supporters on both sides.

Richards said she might have done the same thing if the flaw had existed on 

a Democratic candidate's Web site, noting that she simply wanted to 

document how she found the information, explain what the problem was and 

tell others how to protect themselves from potential breaches. "Some people 

may think I was being unprofessional," Richards said, referring to comments 

on her own Web site from upset readers.

One person who posted on her site, for instance, wondered why Richards 

felt "morally licensed to abet criminal action," while another accused her of a 

"complete lack of conscience."
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Richards defended her actions and claimed that no one in the Coleman 

camp would have responded if she had approached them with the 

information. In the past, Richards said, she has tried alerting others to 

similar problems but is usually ignored.

In this case, the details of her discovery involving the Coleman site were 

largely ignored until Wikileaks posted the database contents. "No one took 

notice of this until the numbers got released," Richards said. "But I think I did 

it for all the right reasons. I did think it was better [for] it to be me than 

someone else," who could have exploited the weakness to secretly steal 

information.

Coleman's campaign office, which on Wednesday was forced to start 

informing donors of the potential data compromise, called the incident a 

"federal crime." In a statement, it said the campaign intends to "fully pursue 

all legal options available" and is working with local, state and federal 

authorities to identify those responsible for the breach.

The statement pointed to a Web site crash in late January and noted that 

concerns had been expressed at that time about whether the site had been 

compromised. It added that a later investigation by law enforcement officials 

found nothing to suggest any information had been accessed. 

Read more about Security in Computerworld's Security Topic Center.

FREE Download: IT Certification Study Tips on the Cheap!

Additional Resources

WHITE PAPER

How Cloud Communications Reduce Costs and Increase Productivity

Small and midsize businesses are moving to the cloud to host their 

communications capabilities. Learn how enterprise-quality phone benefits, online 

management, conferencing, auto attendant, and ease of use are built into a 

system that is half the cost of a PBX.

Read now.

In today's world, Distributed Denial of Service (DDoS) 

attacks on organizations are becoming more prevalent. 

The number of attacks are increasingly annually with...

Secure Web Gateway Buyers Guide 

This white paper from Bluecoat acts as a buyer's guide, 

designed to help you determine the key areas you 

should focus on during...

Benefits of Hybrid Security Architecture 

Cloud computing and SaaS are too often represented 

as binary alternatives to traditional IT efforts-either you 

do something yourself or wash your hands...

Top 5 Considerations for a BYOD Policy 

The use of personal devices on corporate networks is 

one of the fastest growing trends in the business world 

today.

All Security White Papers

Security Webcasts

LIVE WEBCAST

Storage Validation at Go Daddy: Best Practices 
from the World's #1 Web Hosting Provider 

Storage Validation at Go Daddy: Best Practices from 

the World's #1 Web Hosting Provider

LIVE WEBCAST

SMB and Distributed Workforces Security Guide for 
Innovating in Today's Ever-Changing Technology 
Ecosystem 

Listen to this live webcast Tuesday, April 16, 2013, 

11:00 AM EDT as we explore everything from threats 

and vulnerabilities to new security...

Deprioritizing DMARC Can Lead to Disaster 

If the success of your email campaigns, customer alerts 

and notifications depends on getting through to 

mailboxes at Google, AOL, Yahoo!, Outlook.com and...

SMB and Distributed Workforces Security Guide for 
Innovating in Today's Ever-Changing Technology 
Ecosystem 

Listen to this live webcast Tuesday, April 16, 2013, 

11:00 AM EDT as we explore everything from threats 

and vulnerabilities to new security...

Building Effective Backup and Recovery Strategies 

Unlock the vault to essential best practices for 

successful backup and recovery, deduplication and 

virtualization on physical and virtual servers.

Storage Validation at Go Daddy: Best Practices 
from the World's #1 Web Hosting Provider 

Storage Validation at Go Daddy: Best Practices from 

the World's #1 Web Hosting Provider

Online File Sharing in the Enterprise 

This webinar will provide an overview of the emerging 

online file sharing and collaboration market, why you 

need to pay attention to it...

All Security Webcasts

Newsletter Sign-Up

Print

ShareShare 0 Like 0

LoginAdd New Comment

Type your comment here.

Page 2 of 4Consultant who exposed flaw on Coleman site fires back - Computerworld

4/7/2013http://www.computerworld.com/s/article/9129631/Consultant_who_exposed_flaw_on_Cole...



 Computerworld Daily News

Security

Virus and Vulnerability Roundup

Security: Issues & Trends

 Your Email 

Industry 

Job Title 

Company Size 

Country 

View all newsletters | Privacy Policy

Receive the latest news test, reviews and trends on your 

favorite technology topics

IT Jobs

Senior Systems Analyst
High Point, NC - Ralph Lauren.com

System Administrator
Austin, TX - Asuragen

Linux Systems Administrator
Austin, TX - Asuragen

Senior Programmer/Analyst
Stony Brook, NY - Stony Brook University

Technology Support Specialist
Charlotte, NC - University of North Carolina Charlotte

See All Jobs Post a job for $295

job title or company location Go

Jobs by SimplyHired

Send High Volume Email Without Getting Blocked or Berated 

Secure Web Gateway Buyers Guide 

Top 5 Considerations for a BYOD Policy 

Creating the Right Mobile Strategy: What You Need to Know Before You Get 
Started 

Best Practices for Secure Software Development 

What to Look for in an Online Backup Provider 

Guide to virtual server protection: HP Data Protector software 

DDOS Mitigation - Best Practices for a Rapidly Changing Threat Landscape 

DDoS and Downtime: Considerations for Risk Management 

The Advantages of McAfee Database Security 

An Interactive eGuide: DDoS Attacks 

Benefits of Hybrid Security Architecture 

2013 Mobile Malware Report 

Providing Security for Software Systems in the Cloud 

Rethinking Your Enterprise Security - Critical Priorities to Consider 

HP Data Protector Software Data sheet 

DDoS Malware - A Verisign iDefense Research Paper 

Combining Cloud-based DDOS Protection and DNS Services to Thwart the 
Threat of DDOS 

What does it take to deliver Security, Privacy and Trust at Mimecast? 

Real-Time Database Auditing and Security 

Cervalis-S.S.A.E. 16 data centers keep critical IT 
applications running. 

Imagine a future shaped by simplicity. See it at HP 
Discover 2013. Register Now. 

Offsite Data Replication - 20x Performance in 20 
Minutes - Download Free Trial Now 

Business Can't Wait to Connect to the Cloud Far 7 

BlackBerry for business. Built to keep your business 
moving. 

Sponsored Links Resource Center

Bandwidth Monitoring w/ 

NetFlow Analyzer

Monitor Bandwidth, Identify top 

talkers, do better capacity 

planning. Try Now!

Security White Papers | All Security White Papers

Page 3 of 4Consultant who exposed flaw on Coleman site fires back - Computerworld

4/7/2013http://www.computerworld.com/s/article/9129631/Consultant_who_exposed_flaw_on_Cole...



About Us Advertise Contacts Editorial Calendar Subscribe to Computerworld Magazine Help Desk

Newsletters Careers at IDG Privacy Policy Reprints Site Map Ad Choices

The IDG Network: CFOworld CIO CITEworld Computerworld CSO DEMO IDC IDG IDG Connect IDG Knowledge Hub IDG TechNetwork IDG 

Ventures InfoWorld ITwhitepapers ITworld JavaWorld LinuxWorld Macworld Network World PC World TechHive Technology Briefcase

Copyright © 1994 - 2013 Computerworld Inc. All rights reserved. Reproduction in whole or in part in any form or medium without express written permission of Computerworld Inc. is 

prohibited. Computerworld and Computerworld.com and the respective logos are trademarks of International Data Group Inc. 

The Panasonic Toughpad™ FZ-G1 Windows® 8 tablet 
- built for business. 

HP Bladesystem pays you back in just over 7 months 

Oracle CloudWorld NYC is on April 2nd. Register free 

Legacy IT Transformed - Accelerate your cloud journey 

Transform enterprise IT with ServiceNow. See how 
easy IT can be. 

Don't Let Web Security Block Innovation - Choose 
Akamai cloud-based security 

Cisco Unified Workspace provides a solution for 
creating an organization-wide mobility strategy. 

Join the Peer-Driven Community For All Things Mobility 

SMAC: The new Enterprise IT model. Learn more at 
Cognizant.com/smac 

Cisco SmartPlay - UCS C22 M3 Rack Server with 
Intel® Xeon® processors 

Splunk - Big Data goes in, business insights come out. 
Learn More. 

IDC Report: Managing the I/O Explosion Without Extra 
Hardware 

Top Ten Myths About Recovering Deleted Files 

Clustered Apps or Virtual Servers Waiting on Storage? 
Not anymore. 

Online Master of Science in Information Systems at 
Northwestern University 

ITwhitepapers.com - Access thousands of white papers 
on 300+ technical topics.

Leverage Your Cisco infrastructure for Superior 
Application Performance

Learn about the AMD Virtual Experience

Your Next Generation Data Center Is Here! Vblock(tm) 
Systems from VCE 

Oracle CloudWorld NYC. One day. 30 sessions. 
Register free here 

Spend over 70% of your budget on innovation rather 
than operations with HP Converged Infrastructure 

Simpana® 10 data management software: an 
exponential leap forward 

Box rated highest by Gartner. Get free report. 

HP Converged Storage responds to any demand 

Rugged and reliable Panasonic Toughbook® mobile 
computers. 

MIT Sloan: cutting-edge short courses for busy 
executives 

Analytics, BW mgmt, filtering & app control in 1 box 
starts @ $1995. 

Try the industry-leading virtualization platform and #1 
storage OS. 

openBench Labs: How Diskeeper 12 Keeps the Latest 
Windows OS Running Like New 

Redefine Mobility Mgmt at Enterprise Mobile Hub 

See how Royal Caribbean is unlocking intelligence w/ 
Windows Embedded. 

Download Microsoft's latest Data Protection 
Management tool 

Not All QSAs Are Created Equal: What You Should 
Know Before You Buy

The arrival of Serial Attached SCSI (SAS) marks a new 
era in storage scalability

The AMD Virtual Experience Virtual Trade Show

Cisco SmartPlay—UCS 

C-Series Servers

Bundle discounts on Cisco UCS 

C-Series Rack Servers with 

Intel® Xeon® processors

Internet Marketing Degree

Learn SEO, PPC, PR, Email and 

Mobile Marketing. Free info.

IT Training and Certification

Get IT and business training in 

Microsoft, Cisco, VMware, ITIL, 

PMP, and more.

Cisco SmartPlay—UCS C22 

M3 Rack Server

Discounts on Cisco UCS C22 

M3 Rack Servers with Intel® 

Xeon® processors.

See your link here

Skip to top

Page 4 of 4Consultant who exposed flaw on Coleman site fires back - Computerworld

4/7/2013http://www.computerworld.com/s/article/9129631/Consultant_who_exposed_flaw_on_Cole...


